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(54) Communication apparatus and communication method 



(57) A data receiving station(1) inserts a polling 
request identifier and the request file number in a user 
area of a mail address of (forward-path) in a RCPT 
command to transmit according to SMTP. An internet 
facsimile apparatus(5) recognizes the polling request 
identifier and the request file number from the received 
(forward-path) to decide. When the polling request is 
present, the internet facsimiled) apparatus transmits 
the request file data corresponding to the request file 
number to the data receiving station(1). The internet 
facsimile apparatus(S) thus transmits stored image data 
to the data receiving station(1) according to a request 
from the data receiving station. It is thereby possible to 
perform a polling communication over the internet. 
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Description 

BACKGROUND OF THE INVENTION 

Field of the Invention s 

[0001 ] The present invention relates to a communica- 
tion apparatus, such as an internet facsimile apparatus, 
and a communication method for performing a polling 
communication. to 

Description of the Related Art 

[0002] As a procedure for transmitting data stored in a 
facsimile apparatus at an answering site according to a is 
request from a data receiving station, a polling commu- 
nication utilizing public switching telephone networks 
(PSTN) and others has been known. Usually, when the 
polling communication is performed, the data receiving 
site gives a call to the answering site to transmit a poll- 20 
ing command, polling password and others. The 
answering site transmits the required data to the data 
receiving station. In a facsimile communication, it is 
possible for an unspecified data receiving station to 
draw out pre-registered data using this polling proce- 25 
dure. In addition, it is also possible to ensure the 
secrecy by a protection such as a password or the like 
depending on the necessity. 
[0003] However, in a facsimile apparatus for transmit- 
ting and receiving data via the internet, so-called, "inter- 30 
net facsimile" or "network facsimile", the apparatus 
transmits and receives image data as an E-mail using a 
communication protocol for a message transfer such as 
SMTP (Simple Mail Transfer Protocol). Since the trans- 
mission and reception are thereby performed asynchro- as 
nously, it is not possible to use an usual polling 
procedure. 

[0004] In addition, in the internet, it is possible to eas- 
ily detect and analyze data stored in a LAN, which is dif- 
ferent from the PSTN. Because of it, a conventional 40 
polling password is not enough to ensure the secrecy. 

SUMMARY OF THE INVENTION 

[0005] A first object of the present invention is to pro- 45 
vide a communication apparatus for enabling a polling 
communication via the internet with an enough secrecy 
ensured. 

[0006] A second object of the present invention is to 
provide a communication method for enabling a polling so 
communication via the internet with an enough secrecy 
ensured. 

[0007] The aforementioned objects can be achieved 
by a communication apparatus comprising: memory 
means for storing image data; reception means for ss 
receiving recipient information according to a message 
transfer protocol of electronic mail; decision means for 
deciding whether or not an identifier indicating a transfer 



request is contained in the received recipient informa- 
tion; and transmission means for transmitting image 
data stored in said memory means when said decision 
means decides that said identifier is contained. 
[0008] The aforementioned objects can be achieved 
by a facsimile apparatus comprising: scanning means 
for scanning an original to obtain image data; memory 
means for storing said image data obtained by said 
scanner; reception means for receiving recipient infor- 
mation according to a message transfer protocol of 
electronic mail; decision means for deciding whether or 
not an identifier indicating a transfer request is con- 
tained in the received recipient information; and trans- 
mission means for transmitting image data stored in 
said memory means when said decision means decides 
that said identifier is contained. 
[0009] The aforementioned objects can be achieved 
by a method for communicating image data comprising 
the steps of: transmitting from a sender side recipient 
information containing an identifier indicating a transfer 
request according to a message transfer protocol of 
electronic mail; deciding at a receiving side whether or 
not an identifier indicating said transfer request is con- 
tained in the received recipient information; and trans- 
mitting image data stored when it is decided that said 
identifier is contained. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] Other objects and further features of the 
present invention will be apparent from the following 
detailed description when read in conjunction with the 
accompanying drawings, in which: 

FIG.1 is a network configuration diagram of a poll- 
ing communication using an internet facsimile 
apparatus according to the embodiment of the 
present invention; 

FIG.2 is a diagram illustrating an example of a 
SMTP command in the above embodiment; 
FIG.3 is a block diagram of the internet facsimile 
apparatus according to the above embodiment; 
FIG.4 is a block diagram illustrating a primary con- 
figuration of the internet facsimile apparatus 
according to the above embodiment; 
FIG.5 is a schematic diagram illustrating a file man- 
agement table and a file storage area in the above 
embodiment; 

FIG.6 is a schematic diagram illustrating a domain 
name management table in the above embodiment; 
FIG. 7 is a flow chart illustrating an algorithm of 
decision processing performed by a decision sec- 
tion of the internet facsimile apparatus in the above 
embodiment; and 

FIG.8 is a network configuration diagram using the 
internet facsimile apparatus in the above embodi- 
ment. 
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DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

[0011] The embodiment of the present invention is 
explained below with reference to the drawings. 
[0012] FIG.1 is a network configuration diagram of a 
polling communication using a communication appara- 
tus according to the embodiment of the present inven- 
tion. 

[001 3] In FIG. 1 , a data receiving station 1 for perform- 
ing a polling request performs the polling communica- 
tion with an internet facsimile apparatus (E-mail type 
facsimile apparatus) 5 through a mail server 4 put in a 
LAN 3 via the internet 2. 

[0014] The data receiving station 1 is, for example, a 
personal computer (hereinafter referred to as PC) with 
E-mail communication software installed. The data 
receiving station 1 transmits sender information and 
recipient information to the internet facsimile apparatus 
S according to SMTP that is a message transfer proto- 
col. As illustrated in FIG. 2, the data receiving station 1 
transmits < reverse-path) of a MAIL command contain- 
ing a mail address of the data receiving station 1 . Fur- 
ther, the data receiving station 1 inserts a polling 
request identifier (hereinafter simply referred to as iden- 
tifier) and a request file number into a mail address of 
the internet facsimile apparatus 5 contained in 
< forward-path >of a RCPT command. In more detail, as 
illustrated in FIG. 2, the identifier "#get" and the request 
file number "0001" are inserted after a user name in a 
user area of the mail address. 

[0015] The data receiving station 1 transmits a MAIL 
command and the RCPT command that are illustrated 
in FIG. 2, a DATA command and others to the internet 
facsimile apparatus 5 via the mail server 4. 
[001 6] In addition, the data receiving station 1 may be 
an internet facsimile apparatus for performing a facsim- 
ile communication via the internet. 
[001 7] The mail server 4 stores an E-mail transmitted 
from the data receiving station 1 and others temporarily 
to distribute to the internet facsimile apparatus 5 and 
other terminals. 

[0018] Next, a configuration of the internet facsimile 
apparatus 5 is explained with reference to FIG.3. FIG.3 
is a block diagram of an internet facsimile apparatus 
according to this embodiment. In FIG.3, the internet fac- 
simile apparatus comprises a CPU 21 for performing a 
control over recognition of various information, decision, 
and others, a ROM 22 to store a program, a memory 
section 23 to store various data such as a received mail 
and a data file, a LAN interface section 24 for perform- 
ing a procedure that is necessary to transmit data by E- 
mail, a facsimile communication section 25 for transmit- 
ting and receiving data by facsimile communication, a 
modem 26 for performing modulation/demodulation 
processing in transmitting and receiving data via the 
PSTN, a cypher processing section 27 for performing 
cypher processing of data, a scanner 28 for capturing 



an image, a printing section 29 for outputting received 
data, and a panel section 30 to perform an operation. 
[001 9] The memory section 23 comprises a file man- 
agement table 31, a domain name management table 
5 32, a file storage area 33 and a received mail storage 
area 34 . 

[0020] Recipient information transmitted from the data 
receiving station 1 is received by the LAN interface sec- 
tion 24 via the LAN 3. The CPU 21 decides whether or 

w not the identifier indicating the polling request is con- 
tained in the received recipient information. When the 
identifier is contained, the CPU 21 decides a request file 
registered in the file management table 31 based on a 
request file number. Then, based on the decision result, 

is the CPU 21 reads the request file from the file storage 
area 33, and transmits the request file to the data 
receiving station by E-mail. 

[0021] Herein, the recipient information is given to a 
recipient side from a sender side to specify the recipient 

20 side. A communication apparatus at the recipient side 
decides whether or not it is possible to respond accord- 
ing to the recipient information, Specifically, the recipi- 
ent information may be a mail address. The mail 
address is capable of containing an identifier at a user 

25 area. More specifically, in SMTP, the recipient informa- 
tion may be generated by inserting an identifier follow- 
ing a user name of (forward-path) of the RCPT 
command. 

[0022] On the other hand, the sender information is 
30 given to the recipient side from the sender side to spec- 
ify the sender. The communication apparatus at the 
recipient side decides whether or not it is possible to 
respond according to the sender information. Specifi- 
cally, the sender information may be a mail address of 
35 the sender. More specifically, in SMTP, the sender 
address may be a domain name of < reverse-path )of the 
MAIL command. A decision section, for example, per- 
mits a transmission of image data without cyphering 
when a domain name matches a pre- registered one, 
40 white transmits image data after cyphering or refuses to 
respond when a domain name does match a pre-regis- 
tered one. 

[0023] Next, a polling communication processing con- 
trol executed by the CPU 21 of the internet facsimile 
45 apparatus is explained specifically with reference to 
FIG.4. FIG.4 is a block diagram illustrating a primary 
configuration of the internet facsimile apparatus accord- 
ing to this embodiment. 

[0024] A mail communication control section 41 con- 
so trots a transmitting/receiving procedure of E-mail 
according to SMTP. The mail communication control 
section 41 receives the MAIL command and the RCPT 
command according to SMTP from the data receiving 
station 1 , and receives E-mail data when a response is 
55 possible,. 

[0025] In addition, an address extraction section 42 
extracts a mail address of a recipient from < forward- 
path >of the RCPT command received by the mail com- 
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munication control section 41 to transmit to an identifier 
recognition section 43 and a file number recognition 
section 44. Further, the address extraction section 42 
extracts a mail address of a sender from ( reverse-path) 
of the MAIL command to transmit to a decision section 
45. 

[0026] The identifier recognition section 43 recognizes 
the identifier "#get" inserted in the mail address of a 
recipient she. On the other hand, the file number recog- 
nition section 44 recognizes the file number "xxxx" 
inserted in the mail address. The identifier recognition 
section 43 and the file number recognition section 44 
transmit these recognition results respectively to the 
decision section 45. 

[0027] The decision section 45 decides the request 
file and a protection type of the file referring to the file 
management table 31 and the domain name manage- 
ment table 32 in the memory section 23. When the deci- 
sion results indicates that a response is possible, the 
decision section 45 orders a protection type manage- 
ment section 46 to execute processing. 
[0028] In addition, the protection type as the simplest 
example indicates, for example, that it is possible or 
impossible to transmit. Requested image data are 
transmitted when it is possible to transmit, while not 
transmitted when it is impossible to transmit. Further, 
the protection type indicates that it is necessary to 
cypher, and others. 

[0029] The protection type management section 46 
reads the request file data from the file storage area 33. 
When a cyphering is necessary corresponding to the 
decided protection type, the protection type manage- 
ment section 46 transmits the request file data to the 
cyphering processing section 27. On the other hand, 
when the cyphering processing is not necessary, the 
protection type management section 46 transmits the 
request file data to the mail communication control sec- 
tion 41 without processing. 

[0030] The cyphering processing section 27 executes 
a predecided cyphering processing of the request file 
and transmits the cyphered request file to the mail com- 
munication control section 41 . The cyphering process- 
ing section 27 cyphers data according to variety of 
cyphering method, such as S/MIME, PGP and the oth- 
ers. 

[0031 ] FIG. 5 is a schematic diagram illustrating the file 
management table 31 and the file storage area 33 
described above. In the file management table 31 , a file 
number, the protection type and a storage address of 
the file storage area 33 are registered in correlation with 
each other. For example, for the file number of "0001", 
the protection type is "no protection" and a storage 
address of file data "0001 " in the file storage area 33 is 
registered. 

[0032] A registration of a file data to the file storage 
area 33 is executed by scanning an original with the 
scanner 28 illustrated in FIG. 3 to convert into image 
data, and then compressing the image data into an 



image compression file such as a MH file. Further, a 
plurality of the image compression files is converted to 
a TIFF file to register at a storage address of the file 
storage area 33. 

s [0033] In addition, FIG.6 is a schematic diagram illus- 
trating the domain name management table 32. In the 
domain name management table 32, a domain name 
that is not necessary to be cyphered in transmitting the 
request file data, for example, a domain name belong- 

io ing to the same fire wall as the internet facsimile appa- 
ratus 5 is registered. 

[0034] Next, a polling transmission procedure in the 
internet facsimile apparatus 5 described above is 
explained in detail with reference to FIG.7. FIG.7 is a 

15 flow chart illustrating an algorithm of decision process- 
ing performed by the decision section 45. 
[0035] In step (hereinafter referred to as ST) 701, a 
decision section 701 decides presence or absence of a 
polling request identifier based on the recognition result 

20 from the identifier recognition section 43. When an iden- 
tifier is absence present, in ST702, reception process- 
ing is performed according to an ordinary E-mail 
communication procedure. 

[0036] When an identifier is present, in ST703, based 

25 on the recognition result from the file recognition section 
44, it is decided whether or not the file management 
table 31 contains a request file corresponding to the file 
number. When the request file is present, in ST704, 
data corresponding to the file number is read from the 

30 file storage area 33 in reference to the file management 
table 31. When the request file is not present, an error 
notification indicative of "no file" is executed in ST705, 
then the unusual end is performed. 
[0037] When the request file is present, the protection 

35 type of the file is identified in ST706. 

[0038] In ST707, it is decided whether or not the pro- 
tection type is "no protection". When it is "no protection", 
a transmission is performed in ST708. 
[0039] In ST709. it is decided whether or not the pro- 

40 tection type is "cyphered transmission". When it is 
"cyphered transmission", the cyphering processing is 
executed in ST710 to transmit in ST708. 
[0040] In ST7 1 1 . it is decided whether or not the pro- 
tection type is "transmittable when matched". When it is 

45 "transmittable when matched", ST712 identifies a 
domain name of a sender mail address from < reverse- 
path) in the MAIL command. In ST713, it is decided 
whether or not the domain name matches a domain 
name registered in the domain name management 

so table 32. When the domain name matches the regis- 
tered one, a transmission is performed in ST708. On the 
other hand, the domain name does not match the regis- 
tered one, an error notification indicative of "internal use 
only" is executed in ST705, then the unusual end is per- 

55 formed. 

[0041 ] In ST71 4, it is decided whether or not a protec- 
tion type is "cyphering when not matched". When it is 
"cyphering when not matched", ST715 identifies a 
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domain name of a sender mail address from ( reverse- 
path) in the MAIL command. In ST716. it is decided 
whether the domain name matches a domain name reg- 
istered in the domain name management table 32. 
When the domain name does not match the registered 5 
one, the cyphering processing is executed in ST710, 
and a transmission is performed in ST708. On the other 
hand, when the domain name matches the registered 
one, the cyphering processing is not executed, and a 
transmission is performed in ST708. 10 
[0042] In addition, when the protection type can not be 
recognized by a failure of the file management table, an 
error notification indicative of "no file" is executed. 
[0043] According to the above embodiment, the 
processing is executed to recognize a polling request 15 
identifier inserted in a recipient side mail address of 
(forward-path) in the RCPT command from the data 
receiving station 1 to decide, and when it is decided that 
the identifier is present, the request file is transmitted to 
the data receiving station 1 according to the polling 20 
communication procedure. Accordingly, the polling 
communication can be performed with a facsimile appa- 
ratus utilizing a network such as the internet 2, LAN 3 
and others. In other words, the polling communication is 
able to be performed over the internet transfer protocol. 25 
[0044] In addition, since the processing is also exe- 
cuted to recognize a request file number inserted in the 
mail address to decide, and specify request file data 
according to the file management table 31, it is possible 
to perform the polling communication based on only a 30 
mail recipient side address of (forward-path) in the 
RCPT command . 

[0045] In addition, a protection type of requested 
image data is registered in the file management table 31 
corresponding to the request file number. In other 35 
words, the request file number is also information con- 
cerning the protection type. The decision section 45 
thereby can decides the protection type based on the 
request file number. Accordingly, it is possible to ensure 
the secrecy necessary for each request file data. 40 
[0046] In addition, since the protection type can be 
decided based on a domain name of a sender side mail 
address of (reverse-path Jin the MAIL command using 
the domain name management table 32 so as to protect 
request file data corresponding to the decision result, it 4S 
is possible to ensure an enough secrecy corresponding 
to a sender. Accordingly, as illustrated in FIG. 8, the 
internet facsimile apparatus 81 transmits request file 
data without cyphering when a polling request is per- 
formed from a PC 83 and a facsimile apparatus 84 that so 
are in the same fire wall 82. On the other hand, the inter- 
net facsimile apparatus 81 transmits a request file 
cyphering or refuses to a polling request when the poll- 
ing request is performed from a PC 85 and an internet 
facsimile apparatus 86 out of the fire wall 82. According 55 
to the embodiment of the present invention, it is thus 
possible to alter a protection type based on domain 
names, thereby making it possible to ensure the higher 



secrecy appropriate for the internet characteristics in a 
polling communication. 

[0047] Further, since usual E-mail software can be 
used in the data receiving station 1, it is not necessary 
to prepare a particular apparatus and software. 
[0048] The present invention is not limited by the 
above embodiment. For example, a request file number 
is inserted in (forward-path) in the RCPT command 
along with a polling request identifier in the above 
embodiment. However, information concerning the 
request file may be transmitted by other manner to the 
internet facsimile apparatus 5. For example, the infor- 
mation may be inserted in mail data following DATA 
command in SMTP. 

[0049] In addition, SMTP is explained as an example 
for a message transfer protocol of E-mail in the above 
embodiment. However, other protocols may be availa- 
ble. 

[0050] In addition, the above embodiment describes 
about the case where a request file is transmitted to the 
data receiving station 1. However, in the case where the 
data receiving station 1 designates a mail address of 
another communication apparatus in ( reverse-path ) in 
the MAIL command, it is possible to transfer request file 
data to the another apparatus. 
[0051] In addition, the above embodiment describes 
about the case where the present invention is applied in 
the internet facsimile 5. However, the present invention 
is also applicable to a server for receiving image data 
from a client to distribute to other clients. 
[0052] In addition, the present invention includes a 
memory medium to store a program that is executed by 
CPU, so as to perform the same processes that are per- 
formed by the internet facsimile 5 of the above embodi- 
ment. Further the present invention is applicable to a 
PC for executing the program stored at the memory 
medium with a scanner connected and a communica- 
tion network section further comprised. 
[0053] According to the present invention, it is possi- 
ble to perform a polling communication in a communica- 
tion apparatus for transmitting and receiving data via the 
internet, while keeping the secrecy corresponding to 
needs in a polling transmission. 
[0054] The present invention is not limited to the 
above described embodiments, and various variations 
and modifications may be possible without departing 
from the scope of the present invention. 
[0055] This application is based on the Japanese Pat- 
ent Application No. HEM 0-66226 filed on March 2, 1998, 
entire content of which is expressly incorporated by ref- 
erence herein. 

Claims 

1 . A communication apparatus(S) comprising: 

memory means for storing image data(33); 
reception means (41) for receiving recipient 
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information according to a message transfer 
protocol of electronic mail; 
decision means(45) for deciding whether or not 
an identifier indicating a transfer request is con- 
tained in the received recipient information; 5 
and 

transmission means(41) for transmitting image 
data stored in said memory means when said 
decision means decides that said identifier is 
contained. w 

2. The apparatus(S) according to claim 1 , wherein the 
recipient information is a mail address, and the 
identifier indicating a transfer request is contained 

in a user area of said mail address. is 

3. The apparatus(S) according to claim 1 , wherein the 
recipient information includes information concern- 
ing requested image data, and the decision means 
decides an image file to be transmitted based on 20 
said information concerning requested image data. 

4. The apparatus(S) according to claim 1 , wherein the 
recipient information includes information concern- 
ing protection type of requested image data, and 2s 
the decision means(45) decides the protection 
typed based on said information concerning protec- 
tion type of requested image data. 

5. The apparatus(S) according to claim 1 , wherein the 30 
reception means(41) receives the recipient infor- 
mation according to the message transfer protocol 

of electronic mail, and the decision means(45) 
decides the protection type of requested image 
data based on said recipient information. 35 



and 

transmission means(41) for transmitting image 
data stored in said memory means when said 
decision means decides that said identifier is 
contained. 

9. A server apparatus(5) comprising: 

image data reception means(41) for receiving 
image data from a sender; 
memory means (33) for storing the received 
image data; 

recipient information reception means for 
receiving recipient information according to a 
message transfer protocol of electronic mail; 
decision means(45) for deciding whether or not 
an identifier indicating a transfer request is con- 
tained in the received recipient information; 
and 

transmission means(41) for transmitting image 
data stored in said memory means when said 
decision means decides that said identifier is 
contained. 

10. A memory medium in which a program is stored, 
wherein said program includes the steps of; 

storing image data; 

receiving recipient information according to a 
message transfer protocol of electronic mail; 
deciding whether or not an identifier indicating 
a transfer request is contained in the received 
recipient information; and 
transmitting the stored image data stored when 
it is decided that said identifier is contained. 



6. The apparatus(S) according to claim 1 , wherein the 
decision means(45) instruct the transmission 
means(41) to transmit an error message when a 
communication error occurs. 40 



11. A computer (5) apparatus comprising a memory to 
store a program and a central processing unit for 
executing said program, wherein said program 
includes the steps of: 



7. The apparatus(S) according to daim 6, wherein the 
decision section(45) alters a content of the error 
message according to a content of the communica- 
tion error. 45 

8. A facsimile apparatus(5) comprising: 

scanning means(28) for scanning an original to 
obtain image data; so 
memory means (33) for storing said image 
data obtained by said scanner; 
reception means (41) for receiving recipient 
information according to a message transfer 
protocol of electronic mail; ss 
decision means (45) for deciding whether or 
not an identifier indicating a transfer request is 
contained in the received recipient information; 



storing image data; 

receiving recipient information according to a 
message transfer protocol of electronic mail; 
deciding whether or not an identifier indicating 
a transfer request is contained in the received 
recipient information; and 
transmitting the stored image data stored when 
it is decided that said identifier is contained. 

12. A method for communicating image data compris- 
ing the steps of: 

transmitting from a sender side recipient infor- 
mation containing an identifier indicating a 
transfer request according to a message trans- 
fer protocol of electronic mail; 
deciding at a receiving side whether or not an 
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identifier indicating said transfer request is con- 
tained in the received recipient information; 
and 

transmitting image data stored when it is 
decided that said identifier is contained. s 

13. The method according to claim 12, wherein the 
recipient information is a mail address, and the 
identifier indicating a transfer request is contained 

in a user area of said mail address. w 

14. The method according to claim 12, wherein the 
recipient information includes information concern- 
ing requested image data. 

15 

15. The method according to claim 12. wherein the 
recipient information includes information concern- 
ing protection type of requested image data 

1 6. The method according to claim 1 2, further compris- 20 
ing the steps of : 

transmitting from the sender side the recipient 
information according to the message transfer 
protocol of el ectronic mai I ; and zs 
deciding the receiving side a protection type of 
requested image data based on the received 
recipient information. 

17. The method according to claim 12, further com- 30 
prises the step of transmitting an error message 
when a communication error occurs. 

18. The method according to claim 17, further com- 
prises the step of altering a content of the error 35 
message according to a content of the communica- 
tion error. 
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[FIG. 1] 
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[FIG. 2] 



MA I L COMMAND 

MA I L<S P>FROM : <reverse-path><C R L F> 
RCPT COMMAND 

RCPT<S P>TO : <forward-path>< C R L F> 

EXAMPLE OF forward-path 

USER AREA 



I fax ti #get„0001 i 8 i abc.co. jp, 



DOMAIN NAME 
1 — REQUEST FILE NUMBER 



' — POLLING REQUEST IDENTIFIER 
1 — USER NAME 



9 



EP0 940 967 A2 



[FIG. 3] 
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